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Project timeline – Key milestones

#CECEcongresscece.eu/congress

February 2024
CECE ad-hoc group 

established

March 2024 
CECE interpretation of 

key definitions

April-May 2024 
Flow chart on guiding 

questions for DHs
‘First deliverable’

July 2024 
Data in scope checklist 

‘Third deliverable’ 

Jan 2024
Kick-off

June 2024 
Identification of relevant 

use cases
‘Second deliverable’

Jan-Feb 
2025

Expected 
publication

August 2024 
Analysis of draft 

MCTs H2U (Transfer)

October 2024
Analysis of 

Commission’s FAQs 

Nov-Dec 2024
Drafting of the 

Guidance 



a. To whom DH make data available
b. Other than the user
c. Third party upon user’s request or 

based on legal obligation 

CECE interpretation of key roles  
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in the EU

a. Controls/Manages data access
b. Right to use data
c. Obligation to make data available

a. Owner of a connected product
b. Temporary use rights by contract on products 

(rent, lease)
c. Receives related services for the connected 

product

Data Holder (DH) Data recipient

User in the EU

irrespective of 
place of establishment 

Manufacturers

of connected products already available 
& placed on the EU market 

cece.eu/congress

Providers

of digital services linked to the connected 
product if entered a contract with the user 



Connected products & data in scope 
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All types of connection covered

On its use or environment 

Retrievable 
product data 

Generated by the use & recorded 

a. Electronic communication system
b. Physical connection 
c. On-device access  

via

Designed by the manufacturer to be retrievable 
by the economic actors (e.g. users/DHs/Third parties)

Readily available 
product data Lawfully obtained by the DH (only) with a simple operation 

Mandatory user’s access for free

Stored/transmitted outside the component

Narrower category than retrievable 

Product data 

Able to 
communicate 

Raw/pre-processed data (and metadata)

CONNECTED 
PRODUCTS



Related services & data in scope 
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RELATED 
SERVICE

Digital service, incl. software

Fundamental to perform one or more product function(s)

Related 
service data 

Recorded intentionally by the user 

Connected (e.g. linked, attached) to the product 

By-product during related service provision

a. By the manufacturer
b. By a third party 

Bi-directional data flow 

Readily available 
related service  data Lawfully obtained by the DH (only) with a simple operation 

Mandatory user’s access for free

Stored/transmitted outside the component

Narrower category than recorded

Raw/pre-processed data (and metadata)



CECE Guiding questions for data holders 
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No agreement on the necessary measures

User fails to implement the agreed measure  

TS confidentiality undermined

Are the data generated by the use of a connected product or a related service 
placed on the EU market? 

Are data designed to be retrievable, and readily available?
OUT OF SCOPE 
= NO sharing 
obligations 

b. DH to share data with EU-
based third parties (upon user’s 

request and compensation)

Are data raw/pre-processed? 

NOYES

Are data directly accessible by 
the user in the Union?

a.  NO additional data 
sharing obligations 

towards users

NO

YES

YES

YES

TS HANDBRAKE 
Data sharing 

suspended or withheld

NO

YES

YES

Do users and DH agree 
with access/usage 

restrictions?

NO

DH to share data with users 
and EU-based third parties 
(upon user’s request and 

compensation ) 

YES

YES

NO

A. Would disclosure seriously  impact 
product security requirements and 

affect the health, safety or security of a 
natural person?

B. Are data protected as Trade 
Secret?

NO

NO

NO

TS disclosure causes 
serious economic damage

YESSAFETY & SECURITY 
HANDBRAKE 

Data success restricted or 
prohibited TS HANDBRAKE 

Access request 
refused

cece.eu/congress



Relevant data sharing use case – Roles 

#CECEcongresscece.eu/congress

OEM
IoT service Customer

User Data Holder Service provider
(Related service or 

Aftermarket) 



Relevant data sharing use case 
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Sale of machine
pre-equipped
for connectivity

MachineMachine

OEM Customer Service provider

Data 
Access

Service provision

Data collection

Sales contract



THANK YOU FOR YOUR 

ATTENTION!

#CECEcongress
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